RISK ANALYTICS

are the specific tools and
methodologies used to generate
findings about a particular
entity’s risk. Risk analytics allow
programs to transform raw data
inputs into knowledge that can
support decision-making. Risk
analytics can vary in scope,
considering risk to individual
assets or systems or entire
jurisdictions, states, or regions.

Subjective, broad, rules of thumb:
Relatively subjective and broad
analytical methodologies are
employed. These approaches use
simple “rules of thumb”and general
indicators of risk to reveal critical issues.
Unique characteristics of specific assets
relative to specific hazards are

not considered.

Structured, qualitative
methodologies: Structured,
qualitative scoring models are used to
evaluate risk, typically for specific
assets. These methods enable
repeatable processes for evaluating risk
through a standardized approach.

Formula-based, quantitative, greater
precision: Risk formulas are used to
analyze threat, vulnerability, and
consequence data in the context of
different scenarios. These approaches
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DATA is the raw material that
drives risk analysis. Programs
should consider the quality,
comprehensiveness, and
management of data inputs.
Relevant data sources include threat
and hazard data for natural and
man-made hazards, critical
infrastructure asset information,
vulnerability and security
assessment results, and
consequence data.

generate more accurate and precise
quantitative results. They also include
evaluation of mathematical findings
by subject matter experts to

support validity.

Rigorous, sophisticated modeling
and simulations: These risk analytics
are the most rigorous and sophisti-
cated. They feature scenario-based risk
that is informed by structural and
operational analysis, hazard and
consequence modeling, and

scenario simulations.

USING RESULTS OF ANALYSIS

addresses how risk can be applied to
strategic, programmatic, and
day-to-day decision-making.
Examples of decisions that can be
informed by risk include establishing
strategic priorities, updating
operational plans, identifying
preparedness capability requirements,
requesting and allocating resources,
and conducting real-world operations.

Reactive and limited: Risk analysis
results are not formally applied to
inform a jurisdiction’s decisions about
its own strategic planning priorities,
capability requirements, or resource
strategies. They are used in a limited
way to react to externally-driven
priorities or to conduct specific
tactical operations.

Establish high-level priorities:

Risk analysis results are used to frame
high-level homeland security
strategic priorities for a particular
jurisdiction’s stakeholders.

Support select strategic and
operational decisions: Risk analysis
results are used to support select but
not all strategic, programmatic, or
day-to-day operational decisions.

Inform broad range of ongoing
decisions: Risk analysis results drive a
broad range of strategic, programmatic,
and day-to-day operational decisions
for homeland security programs.
Results are used repeatedly to shape
homeland security strategic priorities,
establish capability targets and
assessment strategies, update
operational plans in light of risk, and
request and allocate resources from
local, state, and federal partners.

Ad hoc, disconnected, incomplete:
Multiple lists with threat and critical
infrastructure asset data from different
agencies may exist, but they have not
have been consolidated into a single,
unified catalog. Information is not
collected according to consistent criteria
or on a regular basis.

Some structured collection and review:

Critical assets have been identified and
assessed qualitatively. Some structured
data collection and review processes are
in place to enhance consistency and
timeliness of threat, vulnerability, and
consequence data inputs.

Data cataloging, some repeatable
processes: All significant threats and
assets have been cataloged and critical
assets have been assessed. Repeatable
processes are in place for select data
management functions, such as
collection, review, warehousing,
integration, maintenance, and access.

Comprehensive, validated, integrated:
Data sets are comprehensive and have
been validated. Data management
processes, systems, and tools are
integrated across the entire homeland
security enterprise.
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Institutionalization of risk management
as core business process
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Ad hoc, disconnected,
incomplete

Subjective, broad,
rules of thumb

Reactive and limited

Individual actors working
independently

Some structured
collection and review

Structured qualitative
methodologies

Establish high-level
priorities
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Data cataloging, some
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Formula-based, quantitative,
greater precision

Support select strategic
and operational decisions

OPTIMAL
@

Comprehensive,
validated, integrated
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modeling and simulations

Inform broad range of
ongoing decisions

Widespread commitment,
transparent processes

BUSINESS PROCESS & GOVERNANCE

are the mechanisms that help
institutionalize a homeland security risk
management program in a jurisdiction, state,
or region over the over the long term. They
help create transparency, stakeholder
commitment, and repeatable processes for
data, risk analytics, and decision-making.

Individual actors working
independently: Any existing risk
management activities are

implemented by individual people or
agencies working independently from one
another. Little or no formal commitment
to risk-based decision-making exists.

Irregular, informal coordination:
Commitment to risk management is
beginning to emerge with some irregular,
informal coordination. Risk management
activities may occur sporadically, but they
are not widespread and take place without
documented governance processes.

Regular, formal collaboration among
some actors: Risk management processes
are formalized to facilitate regular, ongoing
collaboration by some but not all
components of the homeland

security community.

Widespread commitment, transparent
processes: Risk management is formally
institutionalized as the core business process
and central decision-making paradigm. It
has widespread, visible, and demonstrable
commitment from all stakeholders, including
leadership. There are also clearly defined,
transparent, and repeatable processes.

Homeland security policy and guidance cite the importance of using
risk to inform decisions about how we invest limited resources to

prevent, protect against, respond to, and recover from all hazards.

Although documents such as the National Strategy for Homeland
Security and the National Preparedness Guidelines embrace risk
management, additional guidance is needed to define what homeland
security risk management is and how to build effective programs that
support that capability. This homeland security risk management
continuum is intended to be a simple tool to help homeland security
personnel begin to evaluate their current approach to risk management
and strengthen it over time.
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Regular, formal collaboration
among some actors

Continuum for Homeland Security

RISK MANAGEMENT

Homeland security risk management involves analyzing the risks faced
by a given jurisdiction, state, or region in terms of threats, vulnerabilities,
and consequences and using the results of that analysis to inform
decision-making and drive action. Effective homeland security risk
management programs are built upon four key building blocks, all of
which are necessary for long-term success: data, risk analytics, using
results of analysis,and business process and governance.These building
blocks are portrayed in this continuum, with brief descriptions for each
stage, beginning with basic and moving to optimal.
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